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METHODS, SYSTEMS, AND MEDIA FOR
CERTIFYING A PLAYBACK DEVICE

TECHNICAL FIELDS

Methods, systems, and media for certifying a playback
device are provided. More particularly, the disclosed subject
matter relates to certifying playback capabilities (e.g., adap-
tive streaming capabilities) of a playback device using a
device including a camera and/or a microphone.

BACKGROUND OF THE INVENTION

There are many conventional approaches to certifying a
playback device that can decode and present audio content
and/or video content. For example, a playback device can
receive a video stream from a server and present the video
stream on a display device. While the video stream is dis-
played on the display device, a user can determine whether
the video stream is displayed with a desired video quality.
However, manual certification is time consuming and inac-
curate. The result of the certification heavily relies on the
user’s skills, lighting, and other factors which can be unpre-
dictable.

Accordingly, new mechanisms for certifying playback
devices are desirable.

SUMMARY OF THE INVENTION

In view of the foregoing, systems, methods, and media for
certifying a playback device are provided. In some embodi-
ments, methods for certifying a playback device are provided,
the methods comprising: identifying a plurality of playback
capabilities associated with the playback device; identifying
atleast one certification test based on the plurality of playback
capabilities; receiving a plurality of media streams corre-
sponding to the certification test from a server; causing a first
media stream to be presented by the playback device; chang-
ing a streaming condition experienced by the playback
device; causing a second media stream to be presented by the
playback device based on the streaming condition; capturing,
using a camera, a video signal representing video content
presented by the playback device; and determining, using a
hardware processor, whether the playback device has passed
the certification test based at least in part on the video signal.

In some embodiments, systems for certifying a playback
device are provided, the systems comprising: at least one
hardware processor that is configured to: identify a plurality
of playback capabilities associated with the playback device;
identify at least one certification test based on the plurality of
playback capabilities; receive a plurality of media streams
corresponding to the certification test from a server; cause a
first media stream to be presented by the playback device;
change a streaming condition experienced by the playback
device; cause a second media stream to be presented by the
playback device based on the streaming condition; receive a
video signal representing video content presented by the
playback device; and determine whether the playback device
has passed the certification test based at least in part on the
video signal; and a camera that is configured to capture the
video signal.

In some embodiments, non-transitory computer-readable
media containing computer-executable instructions that,
when executed by a processing circuitry, cause the processing
circuitry to perform a method for certifying a playback device
are provided, the method comprising: identifying a plurality
of playback capabilities associated with the playback device;
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identifying at least one certification test based on the plurality
of playback capabilities; receiving a plurality of media
streams corresponding to the certification test from a server;
causing a first media stream to be presented by the playback
device; changing a streaming condition experienced by the
playback device; causing a second media stream to be pre-
sented by the playback device based on the streaming condi-
tion; capturing a video signal representing video content pre-
sented by the playback device; and determining whether the
playback device has passed the certification test based at least
in part on the video signal.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects and advantages of the inven-
tion will be apparent upon consideration of the following
detailed description, taken in conjunction with the accompa-
nying drawings, in which like reference characters refer to
like parts throughout, and in which:

FIG. 1 shows a generalized block diagram of an example of
an architecture of hardware that can be used to certify a
playback device in accordance with some embodiments of the
disclosed subject matter;

FIG. 2 shows a flow chart of an example of a process for
certifying a playback device in accordance with some
embodiments of the disclosed subject matter;

FIG. 3 shows a flow chart of an example of a process for
certifying video and/or audio playback capabilities in accor-
dance with some embodiments of the disclosed subject mat-
ter; and

FIG. 4 shows a flowchart of an example of a process for
performing a certification test to certify adaptive bitrate
streaming capabilities of a playback device in accordance
with some embodiments of the disclosed subject matter.

DETAILED DESCRIPTION

Mechanisms (which can be systems, methods, media, etc.)
for certifying a playback device are provided.

In some embodiments, the mechanisms can certify various
playback capabilities (e.g., adaptive streaming capabilities)
of'a playback device using a device including a camera and/or
a microphone, such as a mobile phone, a tablet computer, a
wearable computer, a gaming device, and/or any other suit-
able mobile device.

In some embodiments, the mechanisms can discover a
playback device and identify one or more playback capabili-
ties associated with the playback device which are to be
certified. In some embodiments, the playback capabilities can
include presenting video content and/or audio content with
desired quality. In some embodiments, the playback capabili-
ties can include one or more streaming functions that can be
performed by the playback device (e.g., adaptive streaming
functions).

In some embodiments, the mechanisms can identify one or
more certification tests that can be used to certify the identi-
fied playback capabilities. The mechanisms can then receive
test data from a server and perform the certification tests on
the playback device using the test data.

In some embodiments, the mechanisms can transmit a test
media stream including suitable video content and/or audio
content to the playback device and cause the video content
and/or the audio content to be presented by the playback
device. In some embodiments, the mechanisms can capture a
video signal representing the video content presented by the
playback device using a suitable camera. Additionally or
alternatively, the mechanisms can capture an audio signal
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representing the audio content presented by the playback
device using a suitable microphone.

In some embodiments, the mechanisms can analyze the
video signal and/or the audio signal and determine whether
the playback device has passed the certification test based on
the analysis. For example, the mechanisms can determine
whether the video content and the audio content are presented
in a synchronized manner based on the video signal and the
audio signal. In some embodiments, the mechanisms can
determine that the playback device has failed the certification
test in response to determining that the video content and the
audio content are not presented in a synchronized manner.

In some embodiments, the mechanisms can change a
streaming condition that is experienced by the playback
device (e.g., by performing bandwidth throttling). The
mechanisms can then determine whether a re-buffering event
has occurred when the playback device switches to a video
stream encoded at a lower resolution. In some embodiments,
the mechanisms can determine that the playback device has
failed the certification test in response to detecting a re-buft-
ering event.

Turning to FIG. 1, a generalized block diagram of an
example 100 of an architecture of hardware that can be used
to certify a playback device in accordance with some embodi-
ments is shown. As illustrated, architecture 100 can include a
certification device 102, one or more cameras 104, one or
more microphones 106, a playback device 108, a display
device 110, a communication network 112, one or more serv-
ers 114, and communication paths 116, 118, 120, 122, 124,
126, 128, and 130.

Certification device 102 can include any suitable circuitry
that is capable of capturing, processing, and/or analyzing
video content and audio content presented by a playback
device, performing network manipulation tasks (e.g., band-
width throttling, service redirection, and/or any other suitable
network manipulation task), streaming media streams to a
playback device at variable bits, communicating with a play-
back device and a server, and/or performing any other suitable
functions. Examples of certification device 102 can include a
mobile phone, a tablet computer, a laptop computer, and/or
any other suitable device.

In some embodiments, certification device 102 can com-
municate with playback device 108 through one or more
communication channels (e.g., a WIFI connection, a BLUE-
TOOTH connection, an Ethernet connection, and/or any
other suitable communication channel). In some embodi-
ments, certification device 102 can select a communication
channel using a lowest-common denominator communica-
tion method and perform one or more certification tests on
playback device 108 using the selected communication chan-
nel.

In some embodiments, certification device 102 can be
coupled to one or more cameras 104 via a communication
path 124. Camera(s) 104 can include any suitable circuitry
that is capable of capturing still images and/or moving
images, such as a charge-coupled device (CCD) sensor, a
complementary metal-oxide-semiconductor (CMOS) sensor,
and/or any other suitable circuitry. Examples of camera(s)
104 can include a digital camera, a camcorder, a video cam-
era, a video recorder, a webcam, a PC camera, and/or any
other suitable camera.

In some embodiments, certification device 102 can be
coupled to one or more microphones 106 via a communica-
tion path 126. Microphone(s) 106 can include any suitable
circuitry that is capable of receiving acoustic input from a
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user, capturing audio data from its surroundings, generating
audio signals, processing audio signals, and/or performing
other suitable functions.

In some embodiments, each of camera(s) 104 and micro-
phone(s) 106 can be implemented as one or more stand-alone
devices or integrated with certification device 102.

Playback device 108 can include any suitable circuitry that
is capable of receiving, converting, processing, presenting,
and/or transmitting media content, causing media content to
be presented on display device 110, and/or performing any
other suitable functions. For example, playback device 108
can include a set-top box, a digital media receiver, a DVD
player, a BLU-RAY player, a game console, a desktop com-
puter, a laptop computer, a tablet computer, a mobile phone,
a television device, and/or any other suitable device, and/or
any suitable combination of the same.

Display device 110 can include any suitable circuitry that is
capable of decoding, encoding, and/or presenting media con-
tent, such as video content, audio content, and/or any other
suitable content. For example, display device 110 can include
a media center computer, a CRT display, an LCD, an LED
display, a plasma display, a touch-screen display, a simulated
touch screen, a television device, a tablet computer, a mobile
phone, and/or any other suitable device. In some embodi-
ments, display device 104 can present a user with three-
dimensional content.

In some embodiments, communication network 112 may
be any one or more networks including the Internet, a mobile
phone network, a mobile voice network, a mobile data net-
work (e.g., a 3G, 4G, or LTE network), a cable television
network, a satellite network, a public switched telephone
network, a local area network, a wide area network, a fiber-
optic network, any other suitable type of communications
network, and/or any suitable combination of these communi-
cations networks.

Server(s) 114 can include any suitable circuitry that is
capable of transmitting test data to certification device 102,
receiving test results from certification device 102, and/or
performing any other suitable functions.

In some embodiments, server(s) 114 can include one or
more types of content distribution equipment for distributing
any suitable media content, including television distribution
facility equipment, cable system head-end equipment, satel-
lite distribution facility equipment, programming source
equipment (e.g., equipment of television broadcasters, such
as NBC, ABC, HBO, etc.), intermediate distribution facility
equipment, Internet provider equipment, on-demand media
server equipment, and/or any other suitable media content
provider equipment. NBC is a trademark owned by the
National Broadcasting Company, Inc., ABC is a trademark
owned by the ABC, INC., and HBO is a trademark owned by
the Home Box Office, Inc.

Server(s) 114 may be operated by the originator of content
(e.g., a television broadcaster, a Webcast provider, etc.) or
may be operated by a party other than the originator of content
(e.g., an on-demand content provider, an Internet provider of
content of broadcast programs for downloading, etc.).

Server(s) 114 may be operated by cable providers, satellite
providers, on-demand providers, Internet providers, provid-
ers of over-the-top content, and/or any other suitable
provider(s) of content.

Server(s) 114 may include a remote media server used to
store different types of content (including video content
selected by a user) in a location remote from any of the user
equipment devices. For example, media Server(s) 114 can
include one or more content delivery networks (CDN).
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As referred to herein, the term “media content” or “con-
tent” should be understood to mean one or more electroni-
cally consumable media assets, such as television programs,
pay-per-view programs, on-demand programs (e.g., as pro-
vided in video-on-demand (VOD) systems), Internet content
(e.g., streaming content, downloadable content, Webcasts,
etc.), movies, films, video clips, audio, audio books, and/or
any other media or multimedia and/or combination of the
same. As referred to herein, the term “multimedia” should be
understood to mean media content that utilizes at least two
different content forms described above, for example, text,
audio, images, video, or interactivity content forms. Media
content may be recorded, played, displayed or accessed by
user equipment devices, but can also be part of a live perfor-
mance. In some embodiments, media content can include
over-the-top (OTT) content. Examples of OTT content pro-
viders include YOUTUBE, NETFLIX, and HULU, which
provide audio and video via IP packets. Youtube is a trade-
mark owned by Google Inc., Netflix is a trademark owned by
Netflix Inc., and Hulu is a trademark owned by Hulu, LLC.

Media content can be provided from any suitable source in
some embodiments. In some embodiments, media content
can be electronically delivered to a user’s location from a
remote location. For example, media content, such as a
Video-On-Demand movie, can be delivered to a user’s home
from a cable system server. As another example, media con-
tent, such as a television program, can be delivered to a user’s
home from a streaming media provider over the Internet.

In some embodiments, each of certification device 102,
camera(s) 104, microphone(s) 106, playback device 108, dis-
play device 110, and server(s) 114 can be implemented in any
suitable hardware. For example, each of certification device
102, camera(s) 104, microphone(s) 106, playback device
108, display device 110, and server(s) 114 can be imple-
mented in any of a general purpose device such as a computer
or a special purpose device such as a client, a server, amobile
terminal (e.g., a mobile phone), and/or any other suitable
device. Any of these general or special purpose devices can
include any suitable components such as a hardware proces-
sor (which can be a microprocessor, digital signal processor,
a controller, and/or any other suitable hardware processor). In
some embodiments, each of certification device 102,
camera(s) 104, microphone(s) 106, playback device 108, dis-
play device 110, and server(s) 114 can include a suitable
storage device, such as random-access memory, read-only
memory, hard drives, optical drives, digital video disc (DVD)
recorders, compact disc (CD) recorders, BLU-RAY disc
(BD) recorders, BLU-RAY 3D disc recorders, digital video
recorders (DVR, sometimes called a personal video recorder,
or PVR), solid state devices, quantum storage devices, gam-
ing consoles, gaming media, or any other suitable fixed or
removable storage devices, and/or any combination of the
same.

In some embodiments, each of certification device 102,
camera(s) 104, microphone(s) 106, playback device 108, dis-
play device 110, and server(s) 114 can be implemented as a
stand-alone device or integrated with other components of
architecture 100. For example, in some embodiments, one or
both of camera(s) 104 and microphone(s) 106 can be inte-
grated with certification device 102. As another example,
playback device 108 can be integrated with display device
110 in some embodiments.

In some embodiments, playback device 108 can be con-
nected to certification device 102 and display device 110
through communications paths 128 and 130, respectively. In
some embodiments, certification device 102, playback device
108, display device 110, and server(s) 114 can be connected
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to communication network 112 through communications
paths 116, 118, 120, and 122, respectively.

Communications paths 116, 118, 120, 122, 124, 126, 128,
and 130 may separately or together include one or more
communications paths, such as, a satellite path, a fiber-optic
path, a cable path, a path that supports Internet communica-
tions (e.g., IPTV), free-space connections (e.g., for broadcast
or other wireless signals), or any other suitable wired or
wireless communications path or combination of such paths,
in some embodiments.

Turning to FIG. 2, an example 200 of a process for certi-
fying a playback device in accordance with some embodi-
ments of the disclosed subject matter is shown. In some
embodiments, process 200 can be implemented by a hard-
ware processor of one or more components of architecture
100 of FIG. 1, such as a certification device 102.

As illustrated, process 200 can begin by identifying one or
more playback capabilities associated with a playback device
that are to be certified at 202. Any suitable playback capabili-
ties can be certified in some embodiments. For example, the
playback capabilities can include presenting video content
with desired video quality. In a more particular example,
video quality can be measured by one or more characteristics
of video content presented by the playback device, such as a
video resolution (e.g., 480 p, 576 p, 720 p, 1080 p, 4 k, and/or
any other suitable video resolution), a bit depth, a video
format (e.g., MPEG-4/ASP, AVI, DIVX, H.264, MKYV, the
High Efficiency Video Coding (HEVC), and/or any other
suitable video format), a frame rate, a peak signal-to-noise
ratio, and/or any other suitable characteristic of video con-
tent.

As another example, the playback capabilities can include
presenting audio content with desired audio quality. Ina more
particular example, audio quality can be measured by one or
more characteristics of audio content presented by the play-
back device, such as an audio frame rate, an audio format
(e.g., WAV, WMA, MKV, MP3, and/or any other suitable
audio format), a bit depth, and/or any other suitable charac-
teristic of audio content.

As yet another example, the playback capabilities can
include one or more streaming functions that can be per-
formed by the playback device, such as adaptive bitrate
streaming, trick play (e.g., fast-forward, rewind, resume play-
back across devices, and/or any other suitable trick play func-
tion), and/or any other suitable streaming function.

In some embodiments, the playback capabilities to be cer-
tified can be identified in any suitable manner. For example,
the certification device can query the playback device to
obtain the playback capabilities that are to be certified. In a
more particular example, the certification device can scan a
barcode (e.g., a two-dimensional barcode) displayed by the
playback device (on a screen of the playback device and/or a
screen of a display device coupled to the playback device) and
process the barcode to obtain the playback capabilities asso-
ciated with the playback device.

As another example, the certification device can obtain an
identifier associated with the playback device (e.g., a product
identifier, an application identifier, and/or any other suitable
identifier associated with the certification device) and/or any
other suitable information about the playback device (e.g., by
querying the playback device). The certification device can
then obtain information about playback capabilities associ-
ated with the playback device based on the identifier associ-
ated with the certification device (e.g., by querying a database
that stores such information).

At 204, process 200 can identify one or more certification
tests to be performed on the playback device based on the
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identified playback capabilities. Any suitable certification
test can be used to certify one or more of the identified
playback capabilities. For example, a certification test can be
performed to determine whether the playback device is
capable of presenting video content and/or audio content with
the video quality and/or the audio quality identified at 202. As
another example, a certification test can be performed to
determine whether the playback device is capable of perform-
ing one or more of the streaming functions identified at 202.

At206, process 200 can receive test data from a server. The
test data can include any suitable information that can be used
to perform the identified certification tests on the playback
device. For example, the test data can include one or more test
media streams to be processed and presented by the playback
device during the certification tests. In some embodiments, a
test media stream can include any suitable media content that
can be used to certify one or more playback capabilities, such
as video content, audio content, captioning content, text, on-
screen displays, and/or any other suitable content. In some
embodiments, the media streams can include video content
encoded at various resolutions, frame rates, bitrates, and/or
any other suitable encoding parameters.

As another example, the test data can include license keys,
stream configuration parameters, and/or any other suitable
data that can be used to perform a certification test.

At 208, process 200 can perform a certification test on the
playback device using the test data. The certification test can
be performed in any suitable manner. For example, process
200 can cause one or more test media streams to be presented
by the playback device and capture a video signal represent-
ing video content presented by the playback device and an
audio signal representing audio content presented by the
playback device. Process 200 can then analyze the captured
video signal and/or the captured audio signal to determine
whether the playback device possesses the identified play-
back capabilities. In a more particular example, a certification
can be performed using process 300 of FIG. 3 and/or process
400 of FIG. 4 as described hereinbelow.

As another example, process 200 can verify whether the
playback device is capable of negotiating a shared secret
using a suitable key-generation protocol, such as the Diffie-
Hellman (DH) protocol. In a more particular example, pro-
cess 200 can determine whether the playback device is
capable of generating a secure cipher key under the DH
protocol. Additionally or alternatively, process 200 can deter-
mine whether the playback device is capable of encrypting
and/or decrypting communications between the certification
device and the playback device using the secure cipher key.

As yet another example, process 200 can verify the integ-
rity of the playback device. In a more particular example,
process 200 can receive a certification associated with the
playback device (e.g., a Secure Sockets Layer (SSL) certifi-
cate) and validate the certification using a suitable authenti-
cation scheme. In another more particular example, process
200 can receive a digital signature signed by the playback
device and verify the digital signature.

As still another example, process 200 can determine
whether the playback device is capable of implementing a
security protocol, such as the SSL, the Transport Layer Secu-
rity (TLS), and/or any other suitable security protocol. In a
more particular example, process 200 can transmit to the
playback device an invalid certificate associated with a server
and determine whether the playback is capable of detecting
and rejecting the invalid certificate. In another more particular
example, process 200 can transmit to the playback device a
valid certificate associated with a server and determine
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whether the playback device is capable of validating the valid
certificate in a suitable manner.

In some embodiments, process 200 can store and/or trans-
mit the result of the certification test at 210. In some embodi-
ments, the result of the certification test can include whether
the playback device has passed the certification test and/or
any other suitable information about the playback device’s
performance during the certification test.

At 212, process 200 can determine whether one or more
certification tests are to be performed on the playback device.
In some embodiments, process 200 can loop back to 208 in
response to determining that one or more certification tests
are to be performed on the playback device.

Alternatively, process 200 can transmit data about the
results of the certification tests to the server at 214.

Turning to FIG. 3, a flowchart of an example 300 of a
process for certifying video and/or audio playback capabili-
ties in accordance with some embodiments of the disclosed
subject matter is shown. In some embodiments, process 300
can be implemented by a hardware processor of one or more
components of architecture 100 of FIG. 1, such as a certifi-
cation device 102.

As illustrated, process 300 can begin by causing a test
media stream to be presented by a playback device at 302. The
test media stream can include any suitable media content that
can be used to verify one or more of the video and/or audio
playback capabilities of the playback device. For example,
the test media stream can include video content with one or
more given characteristics, such as a video resolution, a frame
rate, a video format, a bit depth, a bit rate, and/or any other
suitable characteristic. As another example, the test media
stream can include audio content with one or more given
characteristics, such as an audio frame rate, a bit depth, an
audio format, and/or any other suitable characteristic.

In some embodiments, the test media stream can be pre-
sented by the playback device in any suitable manner. For
example, the test media stream can be presented on a display
device that is coupled to and/or integrated with the playback
device.

At 304, process 300 can capture a video signal representing
video content that is presented by the playback device. The
video signal can be captured in any suitable manner. For
example, the certification device can take one or more pic-
tures of the test media stream being displayed on the display
device. In a more particular example, the certification device
can control one or multiple cameras (e.g., built-in cameras,
external cameras, and/or any other suitable cameras) to take
one or more pictures of the screen of the display device or a
suitable portion of the screen while the test media stream is
being displayed on the display device.

As another example, the certification device can capture
one or more screenshots of the test media stream being pre-
sented on the display device. In a more particular example,
while the test media stream is being displayed on the display
device, the certification device can capture a screenshot of the
screen of the display device, an active window application
presented on the screen, and/or any suitable portion of the
screen. In some embodiments, the certification device can
retrieve an image of the video content displayed on the dis-
play device from a frame buffer in the display device. In
another more particular example, the certification device can
record the screen output of the display device while the test
media stream is being displayed. The certification device can
then generate a set of images of the displayed test media
stream (e.g., a screencast).

At 306, process 300 can capture an audio signal represent-
ing audio content presented by the playback device. The
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audio signal can be captured in any suitable manner. For
example, the certification device can activate a microphone
that can capture audio data from its surroundings and record
the audio data while the test media stream is presented by the
playback device.

At 308, process 300 can analyze the video signal. For
example, process 300 can determine a set of presentation
times of a set of video frames of the captured video signal. In
a more particular example, a presentation time of a video
frame can be determined based on a timestamp corresponding
to the start of the presentation of the video frame, a timestamp
corresponding to the end of the presentation of the video
frame, and/or any other suitable timestamp associated with
the presentation of the video frame.

As another example, process 300 can retrieve a reference
video signal representing the video content of the test media
stream and identify one or more video frames of the reference
video signal that match one or more video frames of the
captured video signal. In a more particular example, a video
frame of the reference video signal can be regarded as a match
to a video frame of the captured video signal and thus a
matching frame when the difference between the two video
frames does not exceed a predetermined threshold.

In some embodiments, upon identifying a set of matching
video frames (e.g., a set of video frames of the reference video
signal that match a set of video frames of the captured video
signal), process 300 can determine a set of presentation times
corresponding to the set of matching video frames. In a more
particular example, a presentation time of a matching video
frame can be determined based on a presentation timestamp
(PTS) associated with the matching video frame.

At 310, process 300 can analyze the captured audio signal.
For example, the certification device can calculate the frame
rate, frequency response, bit rate, and/or any other suitable
characteristic of the captured audio signal.

As another example, the certification device can identify
one or more audio frames of the captured audio signal that
correspond to one or more video frames of the captured video
frame. The certification device can then determine a set of
presentation times of the identified audio frames. In some
embodiments, an audio frame can be regarded as correspond-
ing to a video frame when the audio frame and the audio
frame are scheduled to be presented in a synchronized man-
ner.

At 312, process 300 can determine whether the playback
device has passed the certification test. This determination
can be made by the certification device in any suitable man-
ner. For example, the certification device can determine that
the playback device has failed the certification test in some
embodiments in which the playback device is incapable of
presenting video content and audio content in a synchronized
manner. In a more particular example, the certification device
can compare a presentation time of a video frame of the
captured video signal and a presentation time of an audio
frame in the captured audio signal that corresponds to the
video frame. The certification device can then determine that
the playback device has failed the certification test in some
embodiments in which the difference between the two pre-
sentation times exceeds a predetermined threshold.

As another example, the certification device can determine
that the playback device has failed the certification test in
response to determining that the playback device is incapable
of presenting video content with desired video quality. In a
more particular example, the certification device can compare
one or more video frames of the captured video signal and one
or more matching frames of the reference video signal. The
certification device can then determine that the playback
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device has failed the certification in some embodiments in
which the difference between the video frames of the cap-
tured video signal and the matching video frames exceeds a
predetermined threshold.

Additionally or alternatively, the certification device can
compare a presentation time of a video frame of the captured
video signal and a presentation time of a matching video
frame of the reference video signal. The certification device
can then determine that the playback device has failed the
certification test in some embodiments in which the differ-
ence between the two presentation times exceeds a predeter-
mined threshold.

As yet another example, the certification device can deter-
mine that the playback device has failed the certification test
when the playback device is incapable of presenting audio
content with desired audio quality. In a more particular
example, the certification device can compare the captured
audio signal and a reference audio signal representing the
audio content contained in the test media stream. The certi-
fication device can then determine that the playback device
has failed the certification test in some embodiments in which
the difference between the captured audio signal and the
reference audio signal exceeds a predetermined threshold.

Turning to FIG. 4, a flowchart of an example 400 of a
process for performing a certification test to certify adaptive
bitrate streaming capabilities of a playback device is shown.
In some embodiments, process 400 can be implemented by a
hardware processor of one or more components of system 100
of FIG. 1, such as a certification device 102 of FIG. 1.

As illustrated, process 400 can begin by receiving a set of
test media streams including video content having different
versions from a server at 402. For example, the set of test
media streams can include video content encoded at multiple
bit rates, resolutions, frame rates, and/or any other suitable
encoding parameters.

At 404, process 400 can redirect service requests sent by a
playback device to a certification device. This redirection can
be performed in any suitable manner. For example, one or
more requests to stream media content from the server can be
redirected to the certification device.

At406, process 400 can transmit to a playback device a first
test media stream including video content having a first ver-
sion. The first test media stream can include any suitable data
that can be used to present the video content. For example, the
first test media stream can include a set of video frames
encoded at a given resolution, frame rate, bit rate, bit depth,
and/or any other suitable encoding parameter. As another
example, the first test media stream can include parameters
that can be used to decode, process, and/or present the set of
video frames, audio content to be presented with the set of
video frames, and/or any other suitable data.

At 408, process 400 can change a streaming condition
experienced by the playback device. Any suitable streaming
condition can be changed in a suitable manner to verify one or
more streaming functions that can be performed by the play-
back device. For example, process 400 can change the net-
work bandwidth that can be utilized to transmit media streams
and/or messages between the certification device and the
playback device. In a more particular example, process 400
can constrain the network bandwidth to a suitable bitrate
using a suitable bandwidth throttling technique.

At 410, process 400 can receive a request for video content
having a second version from the playback device. The
request can be received in any suitable manner. For example,
the request can be directed to the server from the playback
device and can be redirected to the certification device in
some embodiments.
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In some embodiments, the video content having the second
version can correspond to a lower quality version of the video
content having the first version. For example, the video con-
tent having the second version can include a set of frames
encoded at a lower resolution, a lower bit rate, and/or any
other suitable coding parameter.

At 412, process 400 can transmit to the playback device a
second test media stream containing video content having the
second version. In some embodiments, the second test media
stream can include a set of video frames encoded at a second
resolution, a second frame rate, a second bit rate, a second bit
depth, and/or any other suitable encoding parameter. As
another example, the second test media stream can include
parameters that can be used to decode, process, and/or present
the set of video frames, audio content to be presented with the
set of video frames, and/or any other suitable data.

At 414, process 400 can capture a video signal representing
video content being presented by the playback device. In
some embodiments, block 414 can be performed in substan-
tially the same manner as block 304 of FIG. 3 as described
above. For example, the video signal can be captured by a
suitable camera when the first media stream and the second
media stream are presented on a display (e.g., a display of the
playback device or adisplay of a display device coupled to the
playback device) via the playback device.

At 416, process 400 can determine whether a re-buffering
event has occurred during the playback of the first test media
stream and the second test media stream. This determination
can be made in any suitable manner. For example, a re-
buffering event can be regarded as having occurred when a
time interval between the presentation of the last video frame
of the first test media stream and the presentation of the first
video frame of the second test media stream exceeds a thresh-
old. In some embodiments, the time interval can be calculated
based on a presentation time of the last video frame of the first
test media stream and a presentation time of the first video
frame of the second test media stream.

As another example, a re-buffering event can be regarded
as having occurred when the delay in the presentation of the
first video frame of the second test stream exceeds a thresh-
old. In some embodiments, the delay in the presentation of the
first video frame of the second test stream can be calculated
based on the difference between a presentation time of the
first frame of the second test stream and a presentation time of
a matching frame of a reference video signal.

In some embodiments, process 400 can determine that the
playback device has failed the certification test at 418 in
response to determining that a re-buffering event occurred
during the playback of the first test stream and/or the second
test stream.

Alternatively, process 400 can determine whether one or
more changes to streaming conditions are to be made at 420.
In some embodiments, process 400 can loop back to 408 in
response to determining that one or more changes to stream-
ing conditions are to be made.

Alternatively, process 400 can determine that the playback
device has passed the certification test at 422.

It should be noted that processes 200, 300, and 400 of
FIGS. 2, 3, and 4 can be performed concurrently in some
embodiments. It should also be noted that the above steps of
the flow diagrams of FIGS. 2-4 may be executed or performed
in any order or sequence not limited to the order and sequence
shown and described in the figures. Furthermore, it should be
noted, some of the above steps of the flow diagrams of FIGS.
2-4 may be executed or performed substantially simulta-
neously where appropriate or in parallel to reduce latency and
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processing times. And still furthermore, it should be noted,
some of the above steps of the flow diagrams of FIGS. 24
may be omitted.

In some embodiments, any suitable computer readable
media can be used for storing instructions for performing the
mechanisms and/or processes described herein. For example,
in some embodiments, computer readable media can be tran-
sitory or non-transitory. For example, non-transitory com-
puter readable media can include media such as magnetic
media (such as hard disks, floppy disks, and/or any other
suitable magnetic media), optical media (such as compact
discs, digital video discs, Blu-ray discs, and/or any other
suitable optical media), semiconductor media (such as flash
memory, electrically programmable read only memory
(EPROM), electrically erasable programmable read only
memory (EEPROM), and/or any other suitable semiconduc-
tor media), any suitable media that is not fleeting or devoid of
any semblance of permanence during transmission, and/or
any suitable tangible media. As another example, transitory
computer readable media can include signals on networks, in
wires, conductors, optical fibers, circuits, any suitable media
that is fleeting and devoid of any semblance of permanence
during transmission, and/or any suitable intangible media.

The provision of the examples described herein (as well as
clauses phrased as “such as,” “e.g.,” “including,” and the like)
should not be interpreted as limiting the claimed subject
matter to the specific examples; rather, the examples are
intended to illustrate only some of many possible aspects.

Accordingly, methods, systems, and media for certifying a
playback device are provided.

The above described embodiments of the present disclo-
sure are presented for purposes of illustration and not of
limitation, and the present disclosure is limited only by the
claims which follow.

What is claimed is:
1. A method for certifying capabilities of a playback device
using a certification device, the method comprising:

displaying a test image on a display coupled to a playback
device;

capturing the test image displayed on the display coupled
to the playback device using a camera coupled to a
certification device;

processing the test image using the certification device to
identify a plurality of capabilities associated with the
playback device;

identifying a particular set of certification tests based on
the plurality of capabilities associated with the playback
device using the certification device, wherein the par-
ticular set of certification tests comprises:
an interactivity certification test,
a shared secret certification test,
a security protocol certification test, and
a video and audio synchronization test;

directing the playback device to perform a series of opera-
tions according to the interactivity certification test, the
shared secret certification test, the security protocol cer-
tification test, and the video and audio synchronization
test using the playback device;

capturing information produced by the playback device
according to the series of operations using the certifica-
tion device; and

determining, using a hardware processor, whether the play-
back device has passed the certification tests according
to captured information using the certification device.

2. The method of claim 1, wherein directing the playback

device to perform a series of operations according to the
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interactivity certification test further comprises directing the
playback device to perform the following operations:

receiving a plurality of media streams corresponding to a

certification test from a server;

causing a first media stream to be presented by the play-

back device;

changing a streaming condition experienced by the play-

back device;
causing a second media stream to be presented by the
playback device based on the streaming condition,
wherein the first media stream comprises a first plurality
ofvideo frames encoded at a first resolution and wherein
the second media stream comprises a second plurality of
video frames encoded at a second resolution.
3. The method of claim 2, wherein the first resolution is
greater than the second resolution.
4. The method of claim 3, further comprising:
determining whether a re-buffering event has occurred
based at least in part on the video signal; and

determining that the playback device has failed the certifi-
cation test in response to determining that a re-buffering
event has occurred.

5. The method of claim 1, further comprising performing
bandwidth throttling.

6. The method of claim 1, wherein directing the playback
device to perform a series of operations according to the
interactivity certification test further comprises directing the
playback device to perform the following operations:

receiving a first test stream of interactivity content from a

server on the playback device;

playing back the first test stream of interactivity content

using the playback device, wherein a video component
of'the first test stream is displayed on the display device
in an active window application;

receiving interactivity input to the first test stream of inter-

activity content on the playback device;

capturing a screenshot of the active window application

presented on the display device using a camera coupled
to the certification device; and

verifying that the screenshot matches expected interactiv-

ity capabilities according to the interactivity certifica-
tion test using the certification device.

7. The method of claim 1, wherein directing the playback
device to perform a series of operations according to the video
and audio synchronization test comprises directing the play-
back device to perform the following operations:

receiving a first test stream of media content corresponding

to the particular certification test from a server using the
playback device;
playing back the first test stream of media content using the
playback device, wherein a video component of the first
test stream is displayed on the display device;

capturing, using a camera coupled to the certification
device, a video signal from the display of the first test
stream during playback;

capturing, using a microphone coupled to the certification

device, an audio signal from the first test stream during
playback;

determining a presentation time of a video frame of the

video signal using the certification device;

determining a presentation time of an audio frame of the

audio signal using the certification device; and

when the presentation time of the video frame and the

presentation time of the audio frame differ beyond a
predetermined threshold, determining that the playback
device has failed the video and audio synchronization
test using the certification device.
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8. The method of claim 1 wherein the test image is a
barcode identifying the playback device, the certification
device is a mobile device, and the playback device is a tele-
vision.

9. The method of claim 1, further comprising transmitting
a result of a certification test to the server.

10. The method of claim 1, wherein directing the playback
device to perform a series of operations according to the
shared secret certification test further comprises directing the
playback device to perform the following operations:

directing the playback device to generate a secure cipher

key according to a key-generation protocol using the
certification device; and

verifying, using the certification device, that the playback

device successfully applied the secure cipher key to a
test communication between the certification device and
the playback device.

11. The method of claim 1, wherein directing the playback
device to perform a series of operations according to the
security protocol certification test further comprises directing
the playback device to perform the following operations:

transmitting an invalid certificate associated with a server

to the playback device; and

verifying that the playback device successfully rejects the

invalid certificate using the certification device.

12. A system for certifying capabilities of a playback
device, the system comprising:

a playback device;

a certification device; and

at least one hardware processor that is configured to:

display a test image on a display coupled to the playback
device;

capture the test image displayed on the display coupled
to the playback device using a camera coupled to the
certification device;

processing the test image using the certification device
to identify a plurality of capabilities associated with
the playback device;

identify a particular set of certification tests based on the
plurality of capabilities associated with the playback
device using the certification device, wherein the par-
ticular set of certification tests comprises:
an interactivity certification test,
a shared secret certification test,
a security protocol certification test, and
a video and audio synchronization test;

direct the playback device to perform a series of opera-
tions according to the interactivity certification test,
the shared secret certification test, the security proto-
col certification test, and the video and audio synchro-
nization test using the playback device;

capture information produced by the playback device
according to the series of operations using the certi-
fication device; and

determine whether the playback device has passed the
certification tests according to captured information
using the certification device.

13. The system of claim 12, wherein directing the playback
device to perform a series of operations according to the
interactivity certification test further comprises directing the
playback device to perform the following operations:

receive a plurality of media streams corresponding to a

certification test from a server;

cause a first media stream to be presented by the playback

device;

change a streaming condition experienced by the playback

device;
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causing a second media stream to be presented by the play-
back device based on the streaming condition, wherein the
first media stream comprises a first plurality of video frames
encoded at a first resolution and wherein the second media
stream comprises a second plurality of video frames encoded
at a second resolution.

14. The system of claim 13, wherein the first resolution is
greater than the second resolution.

15. The system of claim 14, wherein the hardware proces-
sor is further configured to:

determine whether a re-buffering event has occurred based

at least in part on the video signal; and

determine that the playback device has failed the certifica-

tion test in response to determining that a re-buffering
event has occurred.

16. The system of claim 12, wherein the hardware proces-
sor is further configured to perform bandwidth throttling.

17. The system of claim 12, wherein directing the playback
device to perform a series of operations according to the
interactivity certification test further comprises directing the
playback device to perform the following operations:

receive a first test stream of interactivity content from a

server on the playback device;

playback the first test stream of interactivity content using

the playback device, wherein a video component of the
first test stream is displayed on the display device in an
active window application;

receive interactivity input to the first test stream of inter-

activity content on the playback device;

capture a screenshot of the active window application pre-

sented on the display device using a camera coupled to
the certification device; and

verify that the screenshot matches expected interactivity

capabilities according to the interactivity certification
test using the certification device.

18. The system of claim 12, wherein screenshot matches
expected interactivity capabilities according to the interactiv-
ity certification test using the certification device:

receive a first test stream of media content corresponding to

the particular certification test from a server using the
playback device;

playback the first test stream of media content using the

playback device, wherein a video component of the first
test stream is displayed on the display device;

capture, using a camera coupled to the certification device,

a video signal from the display of the first test stream
during playback;

capture, using a microphone coupled to the certification

device, an audio signal from the first test stream during
playback;

determine a presentation time of a video frame of the video

signal using the certification device;

determine a presentation time of an audio frame of the

audio signal using the certification device; and

when the presentation time of the video frame and the

presentation time of the audio frame differ beyond a
predetermined threshold, determine that the playback
device has failed the video and audio synchronization
test using the certification device.

19. The system of claim 12, wherein the test image is a
barcode identifying the playback device, the certification
device is a mobile device, and the playback device is a tele-
vision.

20. The system of claim 12, wherein the hardware proces-
sor is further configured to transmit a result of a certification
test to the server.
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21. The system of claim 12, wherein directing the playback
device to perform a series of operations according to the
shared secret certification test further comprises directing the
playback device to perform the following operations:

direct the playback device to generate a secure cipher key

according to a key-generation protocol using the certi-
fication device; and

verify, using the certification device, that the playback

device successfully applied the secure cipher key to a
test communication between the certification device and
the playback device.

22. The system of claim 12, wherein directing the playback
device to perform a series of operations according to the
interactivity certification test further comprises directing the
playback device to perform the following operations:

transmit an invalid certificate associated with a server to the

playback device;

verify that the playback device successfully rejects the

invalid certificate using the certification device.

23. A non-transitory computer-readable medium contain-
ing computer-executable instructions that, when executed by
a processing circuitry, cause the processing circuitry to per-
form a method for certifying capabilities of a playback
device, the method comprising:

displaying a test image on a display coupled to a playback

device;

capturing the test image displayed on the display coupled

to the playback device using a camera coupled to a
certification device;

processing the test image using the certification device to

identify a plurality of capabilities associated with the
playback device;
identifying a particular set of certification tests based on
the plurality of capabilities associated with the playback
device using the certification device, wherein the par-
ticular set of certification tests comprises:
an interactivity certification test,
a shared secret certification test,
a security protocol certification test, and
a video and audio synchronization test;

directing the playback device to perform a series of opera-
tions according to the interactivity certification test, the
shared secret certification test, the security protocol cer-
tification test, and the video and audio synchronization
test using the playback device;

capturing information produced by the playback device

according to the series of operations using the certifica-
tion device; and

determining whether the playback device has passed the

certification tests according to captured information
using the certification device.

24. The non-transitory computer-readable medium of
claim 23, wherein directing the playback device to perform a
series of operations according to the interactivity certification
test further comprises directing the playback device to per-
form the following operations:

receiving a plurality of media streams corresponding to a

certification test from a server;

causing a first media stream to be presented by the play-

back device;

changing a streaming condition experienced by the play-

back device;
causing a second media stream to be presented by the play-
back device based on the streaming condition, wherein the
first media stream comprises a first plurality of video frames
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encoded at a first resolution and wherein the second media
stream comprises a second plurality of video frames encoded
at a second resolution.
25. The non-transitory computer-readable medium of
claim 24, wherein the first resolution is greater than the sec-
ond resolution.
26. The non-transitory computer-readable medium of
claim 25, wherein the method further comprises:
determining whether a re-buffering event has occurred
based at least in part on the video signal; and

determining that the playback device has failed the certifi-
cation test in response to determining that a re-buffering
event has occurred.

27. The non-transitory computer-readable medium of
claim 23, wherein the method further comprises performing
bandwidth throttling.

28. The non-transitory computer-readable medium of
claim 23, wherein directing the playback device to perform a
series of operations according to the interactivity certification
test further comprises directing the playback device to per-
form the following operations:

receiving a first test stream of interactivity content from a

server on the playback device;

playing back the first test stream of interactivity content

using the playback device, wherein a video component
of'the first test stream is displayed on the display device
in an active window application;

receiving interactivity input to the first test stream of inter-

activity content on the playback device;

capturing a screenshot of the active window application

presented on the display device using a camera coupled
to the certification device; and

verifying that the screenshot matches expected interactiv-

ity capabilities according to the interactivity certifica-
tion test using the certification device.

29. The non-transitory computer-readable medium of
claim 23, wherein directing the playback device to perform a
series of operations according to the video and audio synchro-
nization test comprises directing the playback device to per-
form the following operations:

receiving a first test stream of media content corresponding

to the particular certification test from a server using the
playback device;

playing back the first test stream of media content using the

playback device, wherein a video component of the first
test stream is displayed on the display device;
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capturing, using a camera coupled to the certification
device, a video signal from the display of the first test
stream during playback;

capturing, using a microphone coupled to the certification

device, an audio signal from the first test stream during
playback;

determining a presentation time of a video frame of the

video signal using the certification device;

determining a presentation time of an audio frame of the

audio signal using the certification device; and

when the presentation time of the video frame and the

presentation time of the audio frame differ beyond a
predetermined threshold, determining that the playback
device has failed the video and audio synchronization
test using the certification device.

30. The non-transitory computer-readable medium of
claim 23, wherein the test image is a barcode identifying the
playback device, the certification device is a mobile device,
and the playback device is a television.

31. The non-transitory computer-readable medium of
claim 23, wherein the method further comprises transmitting
a result of a certification test to the server.

32. The non-transitory computer-readable medium of
claim 23, wherein directing the playback device to perform a
series of operations according to the shared secret certifica-
tion test further comprises directing the playback device to
perform the following operations:

directing the playback device to generate a secure cipher

key according to a key-generation protocol using the
certification device; and

verifying, using the certification device, that the playback

device successfully applied the secure cipher key to a
test communication between the certification device and
the playback device.

33. The non-transitory computer-readable medium of
claim 23, wherein directing the playback device to perform a
series of operations according to the security protocol certi-
fication test further comprises directing the playback device
to perform the following operations:

transmitting an invalid certificate associated with a server

to the playback device; and

verifying that the playback device successfully rejects the

invalid certificate.
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